
CMMC: The DoD’s Cybersecurity Requirements

What businesses need to know about the Cybersecurity
Maturity Model Certification for Department of Defense contracting

What is CMMC: CMMC is the Department of Defense’s program for verifying that contractors 
protect sensitive government information. CMMC requirements are being phased into DoD 
solicitations and contracts, and without certification at the required level it can affect your 
eligibility to win and perform work.

If you touch covered DoD information, CMMC is about doing the required practices and 
being able to prove you are doing them.

Level 1 (FCI) Level 2 (CUI)

DoD contractors handling FCI DoD contractors handling CUI

Basic safeguards implemented 
and evidenced

NIST SP 800-171 requirements 
implemented and evidenced

Focus on fundamental cyber 
hygiene

Focus on protecting Controlled 
Unclassified Information

15 security practices required 110 security requirements 
required

Commonly self-attested early in 
rollout

Increasing third-party validation 
as rollout progresses

Level 1 or Level 2

Federal Contract Information (FCI)

FCI is information not intended for public 
release that is provided by or generated for 
the Government under a contract.

In plain terms, this can include:

• Contract performance details
• Technical specifications not publicly 

available
• Internal project communications related to 

the contract
• If you are performing DoD work and 

handling non-public contract information, 
you are likely handling FCI.

FCI drives CMMC Level 1.

Controlled Unclassified Information (CUI)

CUI is unclassified information that requires 
safeguarding or dissemination controls under 
federal law, regulation, or government wide 
policy.

This is more sensitive than FCI. It can include:

• Technical drawings or engineering data 
marked as CUI

• Export controlled data
• Data that could pose risk to national 

security if improperly disclosed
• CUI is typically marked and identified in the 

contract or by the prime contractor.

CUI drives CMMC Level 2.

What is required?



Timeline

CMMC is rolling out in phases, meaning requirements will appear in more contracts over 
time and validation becomes more common as the rollout progresses.

Current Market Landscape
North Carolina’s Defense Industrial Base 
includes more than 3,600 identified defense 
contractors across the state, many of which 
could be subject to CMMC requirements if 
they handle Federal Contract Information or 
Controlled Unclassified Information on DoD 
work.

Nationally, well over 100,000 companies are 
expected to require Level 2 certification, yet 
only a small number have been certified to 
date. Industry surveys show fewer than 1 
percent of organizations feel fully prepared 
for assessment, and less than half have 
completed foundational documentation.

Within North Carolina, readiness varies 
widely. Larger firms may have established 
cybersecurity programs, while many small 
and mid sized subcontractors are balancing 
compliance planning alongside production 
demands and workforce constraints. As 
CMMC requirements phase into contracts, 
companies that are not prepared risk losing 
eligibility for future DoD opportunities.

Why waiting is risky
CMMC preparation is not a single technical 
fix. It requires defining system scope, 
implementing security controls, 
documenting policies and procedures, 
training personnel, and building evidence 
that those controls are consistently 
operating. These steps take time to 
complete properly.

As requirements phase into more DoD 
solicitations, companies that are not 
prepared may find themselves unable to bid 
on or perform certain contracts. Waiting 
until a solicitation requires certification can 
compress timelines, increase costs, and 
create internal disruption.

Early preparation allows organizations to 
address gaps methodically, spread costs 
over time, and avoid last-minute decisions 
that may limit future eligibility in the 
defense market.



Common Misunderstandings About CMMC

“We only need this if we are a prime contractor.”

CMMC requirements flow down through the supply chain. Subcontractors that handle covered 
information can be subject to the same level requirements as primes.

“We can wait until a contract requires certification.”

Implementation, documentation, and evidence collection take time. Waiting until a solicitation 
includes CMMC language may compress timelines and increase internal disruption.

“We just need to buy the right cybersecurity software.”

CMMC is not a product purchase. It requires defined processes, trained personnel, documented 
procedures, and evidence that controls are consistently operating.

“We can get a waiver if we are not ready.”

Waivers are limited and approved at senior levels within the Department of Defense. They are 
not a routine or contractor-driven solution.

What Certification Actually Means
Certification means your organization has 
implemented the required security 
practices, documented how they operate, 
and can provide evidence that they are 
consistently followed.

For Level 2, this means aligning to NIST SP 
800-171 requirements, defining system 
scope, closing identified gaps, and 
preparing for validation as required. 
Certification is not a one-time event. It 
requires ongoing discipline and 
maintenance..

What To Do Next:
1. Confirm your data type. Determine 

whether your DoD work involves FCI or 
CUI and what level may apply.

2. Define scope early. Identify the people, 
devices, systems, and vendors that handle 
covered information.

3. Start structured preparation. Complete a 
Level 1 checklist or a Level 2 gap 
assessment aligned to NIST SP 800-171.

4. Engage local support. The North Carolina 
Military Business Center works with 
community colleges and partner 
resources to connect businesses to 
training, guidance, and implementation 
support tailored to defense contractors.

Need Assistance?
The North Carolina Military Business Center (NCMBC) is an entity of the State of North 
Carolina that is embedded in community colleges statewide.  The NCMBC provides no-fee 
support to businesses pursuing defense and other federal contracts. 

NCMBC can help clarify applicable CMMC levels, connect you to training resources, and 
support structured preparation for compliance.

Learn more at www.ncmbc.us or contact Tim Malone at malonet@ncmbc.us.

http://www.ncmbc.us/
mailto:malonet@ncmbc.us


CMMC Waivers: What Businesses Need to Know 

 
 

In January 2025, the Department of Defense issued formal policy clarifying how CMMC 
assessment levels are selected and under what circumstances CMMC assessment 
requirements may be waived.  

For contractors, the most important point is this: a waiver may apply to the CMMC 
assessment requirement. It does not waive the underlying cybersecurity requirements tied 
to the contract. 

 

What a Waiver Is and Is Not 

A waiver may apply to the requirement to complete a CMMC certification assessment for a 
specific procurement. 

It does not remove or reduce the contractor’s obligation to comply with existing 
cybersecurity requirements, including: 

• FAR 52.204-21 for safeguarding Federal Contract Information 

• DFARS 252.204-7012 

• NIST SP 800-171 requirements for CUI 

• NIST SP 800-172 enhanced requirements where applicable  

Even if an assessment is waived, the security controls must still be implemented. 

In practical terms, the certification check may be waived. The security standard is not. 

 

Who Approves a Waiver 

Waiver authority resides with the Service Acquisition Executive or Component Acquisition 
Executive. 

Waivers must be coordinated through the Component Chief Information OWicer before 
approval. Approved waivers are tracked and reported to senior acquisition and CIO 
leadership on a quarterly basis.  

This is a formal, senior-level decision process. It is not routine. 

 



CMMC Waivers: What Businesses Need to Know 

 
 

When Waivers May Be Considered 

The policy emphasizes that waivers are limited and risk-based. 

Level 1 assessment requirements are unlikely to be waived. 

Level 2 self-assessment requirements are also unlikely to be waived, given existing 
regulatory obligations. 

In limited circumstances, a waiver of Level 2 third-party certification may be considered, 
such as when maintaining competition or accessing non-traditional suppliers is necessary. 
Even in those cases, alternative protections and risk mitigation must be evaluated. 

Level 3 waivers may be considered in rare circumstances but are not appropriate where 
contracts require access to both classified and unclassified DoD information.  

 

What This Means for Businesses 

The memorandum reinforces that CMMC level selection must align with risk and mission 
impact. Where a contract requires a specific CMMC level, the expectation is that 
contractors will meet it unless a formal exception is approved through the defined process. 

Waivers are structured, controlled, and visible within the Department. They are intended 
for exceptional circumstances, not as a substitute for preparation. 

Businesses that delay compliance in anticipation of a waiver assume risk. The underlying 
cybersecurity obligations remain in force regardless of whether an assessment 
requirement is waived. 

 

Practical Takeaway 

If your work involves Federal Contract Information or Controlled Unclassified Information, 
determine the applicable CMMC level and prepare accordingly. 

A waiver may remove a certification requirement in rare cases. It does not remove the 
requirement to protect the information. 
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